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Abstract - Medical IoT (MIoT) environments create continuous flows of patient information with high privacy exposure risks,
both clinically and in terms of regulatory compliance. Current approaches like standard differential privacy and local
differential privacy either over-perturb data, making it less clinically useful or cannot dynamically respond to adversarially
varying loss landscapes. The paper introduces PRISM-NRL (Privacy-preserving Regret-minimizing Intelligent System for
Medical IoT via No-Regret Learning), a framework based on game theory, where privacy policy selection is modeled as a
repeated game between the learner and the adversarial environment. PRISM-NRL combines the Follow-The-Leader (FTL)
strategy with an adaptive Hedge algorithm and calibrated Laplace differential privacy noise to guarantee an average regret of
ON(In N/ T)) with an e-differential privacy guarantee. When tested on MIMIC-11I, elCU-CRD, PhysioNet-2012 and PTB-XL
benchmarks, PRISM-NRL improves privacy loss by up to 15.2 percentage points, and it outperforms all baselines with an FI-

score of 0.93 and an AUC-ROC of 0.96.

Keywords - Cyber - Physical Systems, Differential Privacy, Follow-The-Leader, Game Theory, Mimic-Iii, Medical lot, No-Regret

Learning, Privacy Preservation.

1. Introduction

The Medical Internet of Things (MIoT) is being driven by
a rapidly growing number of medical devices and sensors
produced by companies, ranging from wearable to
implantable and smart infusion pumps to remote patient
monitoring platforms, that are fundamentally changing the
delivery of healthcare and clinical decision-making [2].
Continuous measurement of high-fidelity streams of
physiological data such as electrocardiogram waveforms,
blood pressure readings, blood glucose levels, oxygen
saturation metrics and medication administration records [14,
26]. This data deluge allows for real-time clinical intervention
and predictive analytics, but also generates a wide-ranging and
largely unprotected opportunity for privacy attacks,
membership inference attacks, and adversarial data poisoning
[13,22].

The Cyber-Physical Systems (CPS), a special case of
which is MIoT, have a dual domain structure in which the
computations in the cyber-layer of the system constantly
interact with the sensor actuations in the physical-layer [1, 3].
This coupled relationship creates a non-stationary privacy loss
landscape: privacy loss for an adversary with respect to his
ability to learn sensitive information from sensor outputs

OSE

varies over time, making static privacy mechanisms
fundamentally unsuitable. To resolve this issue, Standard
Differential Privacy (SDP) adds calibrated Laplace or
Gaussian noise to the answers to queries, guaranteed to give a
mathematically sound privacy budget € [9]. However, SDP is
not flexible enough to change policy when adversarial
strategies change from round to round, which is a key
weakness in MIoT deployments where the sensitivity of the
data differs depending on the clinical context, patient acuity,
and sophistication of the threat actor [8, 15].

No-Regret Learning (NRL) offers a compelling
theoretical framework for adaptive decision-making in
adversarial environments [3]. Rooted in online convex
optimization, NRL guarantees that a learner's cumulative loss
approaches that of the best fixed strategy in hindsight—even
when the environment is adversarially controlled. The regret,
defined as the gap between cumulative learner loss and that of
the best expert, asymptotically converges to zero as the
number of rounds T grows [16]. This convergence property
makes NRL a natural fit for privacy-policy adaptation in
MIoT: the learner (privacy manager) iteratively selects from a
portfolio of N differential privacy policies while the adversary
(threat environment) selects loss functions to maximize
exposure.
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In this paper, we introduce PRISM-NRL: A unified
framework incorporating the adaptive no-regret learning into
a differentially private MIoT system. We make the following
main contributions: (i) a formal game-theoretic framework of
the selection of privacy policies for the MIoT context which
provides provable regret bounds; (ii) embedding of the Hedge
algorithm with the sensitivity-adaptive Laplace noise
calibration; (iii) a novel cumulative regret minimization
algorithm with formal convergence proof and differential
privacy guarantees; and (iv) a comprehensive empirical study
on four standard medical IoT benchmarks that showcases
state-of-the-art results.

2. Related Work
2.1. Differential Privacy in Healthcare

Differential privacy (DP) [9] has emerged as the gold
standard for privacy-preserving data release in medical
informatics. Chaudhuri et al. [7] established empirical risk
minimization under DP constraints, demonstrating accuracy-
privacy tradeoffs that remain foundational to subsequent
healthcare applications [1]. Mohammed et al. [24] applied DP
to heterogeneous medical record sharing, while Liu et al. [18]
integrated naive Bayesian classification under DP for clinical
decision support. However, these approaches fix € a priori and
cannot adapt to context-varying sensitivity, a limitation
directly addressed by our PRISM-NRL framework.
Kasiviswanathan et al. [15] established foundational limits on
private learning that motivate adaptive approaches.

2.2. Federated Learning and Distributed Privacy

Federated Learning (FL) [21, 35] distributes model
training across edge devices, mitigating raw-data exposure.
Geyer et al. [11] proposed client-level DP in federated
settings, while Truex et al. [33] combined secure multi-party
computation with DP, building on foundational secure
computation frameworks [25] that enable privacy-preserving
model training without raw data exposure. Hard et al. [12]
demonstrated federated learning at scale in production
environments, highlighting practical deployment
considerations relevant to MIoT. Zhao et al. [36] identified
data heterogeneity (non-I1ID distributions) as a fundamental
challenge-a problem exacerbated in MIoT where patient
populations are inherently non-uniform. PRISM-NRL is
complementary to federated architectures and can be deployed
as the local privacy layer on each participating edge device
[17, 19, 28].

2.3. No-Regret Learning in Security Contexts

The application of no-regret learning to security and
privacy settings has gained traction following Anagnostides et
al. [3], who established near-optimal bounds for correlated
equilibria in multi-player games. Khodak et al. [16]
demonstrated adaptive gradient-based meta-learning that
inherits no-regret guarantees. However, the specific
integration of no-regret learning with differential privacy
mechanisms for MIoT privacy-policy selection represents an

open research problem, which this paper addresses for the first
time.

2.4. Privacy Attacks on Medical Data

Membership inference attacks [10, 22, 27] directly
threaten MIoT systems by allowing adversaries to determine
whether a specific patient's record was used in model training.
Nasr et al. [27] demonstrated that adversarial regularization
can defend against such attacks, while Hu et al. [13] provided
a comprehensive taxonomy of ML privacy vulnerabilities.
Raisaro et al. [31] highlighted the regulatory imperative for
GDPR- and HIPAA-compliant privacy mechanisms in
international clinical research infrastructures, underscoring
the real-world urgency motivating our work.

3. Research Gaps and Problem Statement

3.1. Identified Research Gaps

1. Gap 1 — Static € Allocation: Existing DP mechanisms
allocate a fixed privacy budget € uniformly across all
queries, ignoring temporal variations in data sensitivity
characteristic of MIoT streams, where ICU vitals during
a critical event require stronger protection than routine
monitoring data [8, 15].

2. Gap 2 — Non-Adaptive Policy Selection: No existing
framework selects among a portfolio of privacy policies
by minimising cumulative regret in an adversarial online
learning setting, leaving systems vulnerable to
adversaries who learn and exploit fixed policy patterns
over time [3, 16].

3. Gap 3 — Privacy-Utility Degradation: Local DP
mechanisms achieve strong privacy guarantees at the cost
of severe utility degradation (up to 22% loss on medical
classification benchmarks), rendering them clinically
impractical for real-time diagnostic support [4, 18].

4. Gap 4 — Absence of Game-Theoretic Modeling for MIoT
Privacy: The adversarial interaction between a privacy
manager and an adaptive threat actor in MIoT
environments has not been modelled as a repeated game,
precluding the application of equilibrium-convergent
learning algorithms [6, 29].

5. Gap 5 — Lack of Formal Regret Bounds in Privacy
Settings: To our knowledge, no prior work provides a
formal O(VT) regret bound in a system that
simultaneously satisfies e-differential privacy, leaving the
theoretical foundation for adaptive privacy management
incomplete [3, 9].

3.2. Problem Statement

Problem Statement: Given a Medical IoT environment
with a time-varying sensitivity function s: X x T — [0,1] and
an adversarial privacy loss oracle L: ® x T — [0,1], design an
online algorithm A that, at each round t € {1,..., T}, selects a
privacy policy Pe from a portfolio ® = {P¢,...,PON} such
that: (i) the cumulative regret R(T) = %, L(Pp) — min_i %
L(P@;) satisfies R(T)/T — 0 as T — oo, and (ii) the data release
mechanism M induced by Po. satisfies (e, §)-differential
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privacy V t, while (iii) maximizing the expected data utility
UM) = E[If(M(x)) — fx)I / Ifx)I].

4. Proposed PRISM-NRL Framework
4.1. System Architecture and Threat Model

The PRISM-NRL framework operates in a three-tier
MIoT architecture: (i) the Edge Tier comprises IoT sensors
and wearable devices generating raw physiological streams;
(i1) the Fog Tier hosts the PRISM-NRL privacy manager
executing game-theoretic policy selection, leveraging caching
and computation paradigms [20] to minimize latency in
privacy policy delivery.; and (iii) the Cloud Tier maintains the
differential privacy audit log and the expert performance
registry. The threat model assumes a semi-honest adversary
who observes the data release mechanism M but cannot access
raw records, and a malicious environment actor who
adaptively shifts loss function values across rounds to
maximize long-run privacy exposure [13, 22, 27].

4.2. Mathematical Foundations

Let X denote the raw medical data space, and Y denote
the sanitized output space. A privacy policy Pp; € @ is a
randomized mapping P¢i: X — Y parameterized by privacy
budget & and noise scale Ai. The differential privacy guarantee
requires:

Definition 1 (e-Differential Privacy): A mechanism M
satisfies e-DP iff for all adjacent datasets x, x’ € X and all
measurable S C Y:

Pr[M(x) € S] < e° - Pr[M(x’) € S] )

The Laplace mechanism achieves this by injecting noise
drawn from the Laplace distribution:

M(x) = f(x) + Lap( Af/¢) )

where Af = max {xx'} [f(x) — f(x)| is the global
sensitivity of query function f. In PRISM-NRL, each expert E;
is associated with a distinct (g;, Afi) pair, enabling a spectrum
from high-privacy (low &, high noise) to high-utility (high &,
low noise) operating points.

4.3. Game-Theoretic Formulation

We model privacy management as a T-round repeated
game G = (L, A, ®, {{}) where L is the learner (privacy
manager), A is the adversary, @ is the action space of privacy
policies, and £;: ® — [0,1] is the loss function revealed at the
end of round t. The cumulative regret of the learner is:

R(T) = 2T L(Pp) — min_{i€[N]} T L(Pi) (3)
The average regret is:

R(T) = R(T)/T 4)

A learner achieves no-regret if R(T) — 0 as T — oo. The
privacy loss function at round t for expert E; is defined as:

L(Pe)) = 1 —Pr[M_{&}(x) € S{] 3)

where S, is the set of privacy-preserving outputs defined
by the adversary at round t.

4.4. PRISM-NRL Algorithm: FTL with Adaptive Hedge
The Follow-The-Leader (FTL) baseline selects at each
round the policy with the minimum cumulative loss:

P = argmin_ {i€[N]} Zeit L(Poi) (6)

While FTL achieves the minimum cumulative regret in
benign settings, it is unstable under adversarial loss
perturbation. PRISM-NRL augments FTL with the Hedge
algorithm [5], assigning probability weights to each expert:

wi(t) = exp(—n - Ze1' L(Pi)) (7)
Po. ~ wit) / Zj wi(t) (®)

where 1 =V(8 In N/ T) is the optimal learning rate. This
yields the regret bound:

R(T) < (T -InN/2) 9)

The adaptive ¢ calibration in PRISM-NRL adjusts the
privacy budget based on the instantaneous data sensitivity
score s € [0,1]:

g=¢max-(1—a-s) (10)

where a € (0,1) is a sensitivity damping coefficient. This
ensures that high-sensitivity data (s; — 1) receives stronger
privacy protection (g¢ — ¢ max(l—a)) while utility is
preserved for routine data (s; — 0).

4.5. Formal Theorems and Proofs
4.5.1. Theorem 1 (Regret Bound for PRISM-NRL)

For any sequence of adversarially chosen loss functions
{L,...,LT} with £;: ® — [0,1], the PRISM-NRL algorithm with
learning rate 1 = \(8 In N / T) satisfies:

R(T) < (InN)/n + n-T/8 = V(T InN/2) (11)

Proof Sketch: The Hedge algorithm maintains a
probability distribution over experts. By the regret
decomposition lemma, the learner's loss relative to the best
expert is bounded by the KL divergence KL(e i* | w(1l)) /
plus the sum of second-order terms. With 1 optimally set and
losses bounded in [0,1], telescoping the potential function ®(t)
= (1/m) In Z; exp(— Li(t)) and applying the inequality In(1—x)
>-x —x?/(2(1—x)) for x € [0,1) yields equation (11).
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4.5.2. Theorem 2 (Differential Privacy of PRISM-NRL)

The PRISM-NRL mechanism satisfies € max-differential
privacy under the adaptive calibration of equation (10), for all
te {1,.., T}.

Proof Sketch: For each round t, the selected policy Poy
applies a Laplace mechanism M_ {&:} with & < & max (from
equation (10) and a € (0,1)). By the basic composition
theorem of DP, the output of M_ {&} satisfies &-DP. Since &
<& max for all t and the Hedge-based expert selection is post-
processing of the DP output, the overall mechanism satisfies
¢ max-DP by the post-processing immunity of differential
privacy [9].

Lemma 1 (Sensitivity-Adaptive Utility Bound): Under
the PRISM-NRL adaptive ¢ calibration, the expected mean
squared error of any scalar query f satisfies:

E[IM(x) — f(x)I?] < 2(Af)*/ e min? = 2(Af)*/[¢_max(1-a)]?
(12)

Proof: The variance of Lap(b) is 2b?. Substituting b = Af

/ & and & > & max(l—a) from equation (10) yields

equation (12).

4.6. PRISM-NRL Algorithm Pseudocode

Algorithm: PRISM-NRL (Privacy-preserving Regret-
minimizing Intelligent System for MloT)

Input: N experts {Ei}, € max, o, 1 =(8 In N/ T), T (max
rounds)

Output: Privacy-optimal policy Po* with no-regret guarantee

1. Initialize: wi(1) « 1/N for all i € [N]
2. Initialize: Li(0) < 0 for all i € [N]
3. fort=1to T do

4. Receive sensitivity score s; from sensor telemetry

5. Compute g «—¢ max - (1 —a - s)) [Eq. 10]

6. Sample P ~ wi(t) / Z; wi(t) [Hedge distribution]

7.  Apply Laplace mechanism: M(x) « f(x;) + Lap(Af/ &)
8. Observe adversarial loss vector {£(P@i)}i=1N

9. Update cumulative losses: Li(t) «— Li(t—1) + L(P;)

10. Update weights: wi(t+1) «<— exp(— - Li(t))

11. FTL override if R(t) < threshold: P@+1 < argmin; Li(t)
12. end for

13. return Po* « argmin; Li(T) [Best expert in hindsight]

Complexity: O(N-T) time, O(N) space

5. Experimental Setup
5.1. Datasets

We evaluate PRISM-NRL on four publicly available
Medical IoT benchmarks representing distinct clinical data
modalities and patient populations:

The characteristics of all datasets used in this study are
summarized in Table 1. The MIMIC-III Critical Care
Database [14] is the main benchmark because of its extensive
multi-modal clinical records of 46,520 patients in the
Intensive Care Units (ICUs). Data on the eICU Collaborative
Research Database are multi-site ICU data, containing more
than 200,000 patient records, which allows for assessment of
scalability. PhysioNet-2012 Challenge data contains time
series ICU data for temporal privacy analysis, and PTB-XL
contains 12-lead ECGs for signal domain evaluation. The
current work is restricted to structured MIoT data, but the
related literature that addresses medical imaging privacy [30]
also brings up additional challenges in the field of medical
imaging privacy preservation.

Table 1. Dataset Statistics and Characteristics

Dataset Records Features Data Types Split (Tr/Te) Source
MIMIC-III 46,520 241 Vitals, Labs, Notes 80% /20% PhysioNet
elCU-CRD 200,859 1,300+ ICU Monitoring 75% /25% PhysioNet

PhysioNet-2012 12,000 37 ICU Time-series 80% /20% CinC Challenge
PTB-XL ECG 21,837 12-Lead ECG ECG Waveforms 70% / 30% Wagner et al.
* Tr/Te = Training / Testing split ratio
Table 2. PRISM-NRL System Parameters
Parameter Symbol Value Justification
Number of Experts N 10 Policy diversity coverage
Privacy Budget € [0.1-10.0] DP standard range
Learning Rate (Hedge) n V(In N/ T) Optimal regret bound
Max Game Rounds T 200 Convergence achieved
Sensitivity (GS) Af 1.0 Count queries on records
Noise Mechanism M() Laplace Optimal for scalar queries
Clipping Threshold C 0.5 Gradient norm bounding
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5.2. Baseline Methods

We compare PRISM-NRL against four state-of-the-art
privacy-preservation baselines: (i) Standard DP (SDP) with
fixed & [9]; (ii) Local DP (LDP) with local Laplace
randomization [8]; (iii) Personalized DP (PDP) with user-
specific ¢ allocation [4]; and (iv) Federated Learning with DP
(FL-DP) using Gaussian noise clipping [11]. All baselines use
€ = 1.0 for fair comparison.

5.3. System Parameters

Table 2 details the configuration of PRISM-NRL. All
experiments run on a server with Intel Xeon E5-2690 v4 (28
cores), 128 GB RAM, Ubuntu 22.04, Python 3.10, and
PyTorch 2.0.1.

6. Results and Discussion
6.1. Privacy Loss Reduction

Figure 1 presents the privacy loss (%) as a function of
iteration count across all methods evaluated on the MIMIC-III
dataset. PRISM-NRL converges to a steady-state privacy loss
0f 4.2%, representing a 57% reduction relative to SDP (9.8%),
a69% reduction relative to LDP (13.5%), and a 45% reduction
relative to PDP (11.2%).

This superior convergence stems from the adaptive €
calibration (equation 10) that reduces noise injection when
data sensitivity is low, preserving both privacy and utility.

50
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Privacy Loss (%)
[e]

Local DP

=¢=—PRISM-NRL (Proposed) == Standard DP
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120 160 200
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Fig. 1 Privacy Loss (%) vs. Number of Iterations on MIMIC-III Dataset
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Fig. 2 Average Regret Convergence Over Game Rounds with Theoretical Bound
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6.2. Regret Convergence Analysis

Figure 2 illustrates the average regret R(T) over 100 game
rounds. PRISM-NRL achieves average regret below 0.05 by
round 60, closely tracking the theoretical bound V(2 In N / T)
derived in Theorem 1. The FTL baseline exhibits slower
convergence due to its greedy deterministic selection, while
the Random Policy maintains a high constant regret of
approximately 0.50—confirming the necessity of the Hedge-
based probabilistic mixing in PRISM-NRL.

6.3. Privacy-Utility Tradeoff

Figure 3 plots utility (%) as a function of privacy budget
¢ for all methods. PRISM-NRL achieves a steeper utility curve
due to its adaptive calibration strategy, reaching 90% utility at
€ = 1.5 compared to ¢ = 2.8 required by SDP to achieve the
same utility level. This 47% reduction in required privacy
budget directly translates to stronger privacy guarantees at
clinically acceptable utility levels.

80— —— T e T S
i\o/ id | T BT e | e
2
=)
s J
= 40
(@]
= PRISM-NRL (Proposed)
= = Standard DP
Y e o o T —— T T Local DP
=« Personalized DP
== FL-DP
0 T T T T T T
0 2 4 6 8 10
Privacy Budget ¢

Fig. 3 Privacy-Utility Tradeoff Curve for ¢ € [0.1, 10]

6.4. Scalability with Dataset Size

Figure 4 demonstrates that PRISM-NRL's privacy loss
advantage is preserved and amplified with increasing dataset
size, from 100 to 10,000 records on MIMIC-III. At 10,000

records, PRISM-NRL achieves 3.1% privacy loss versus 7.2%
for SDP, confirming that larger MIoT deployments benefit
more from the adaptive game-theoretic policy selection.
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.|
2 201
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Fig. 4 Dataset Size vs. Privacy Loss (%) — MIMIC-III (log scale)
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Fig. 5 Privacy Budget € vs. F1-Score on PhysioNet-2012 Dataset

6.5. Privacy Budget vs. Classification Performance

Figure 5 reveals the F1-score achieved across different
privacy budgets € on the PhysioNet-2012 dataset. PRISM-
NRL uniquely maintains F1 > 0.88 at ¢ = 0.5, a regime where
all baselines suffer severe degradation (F1 < 0.62). This is
attributable to the FTL mechanism selecting low-noise
policies for non-sensitive data subsets while reserving high-
noise protection for sensitive clinical events.

6.6. FTL Convergence over Game Rounds

Table 3 traces the cumulative loss and regret of each
expert policy through 5 representative rounds of the PRISM-
NRL game on MIMIC-III. Expert E3 (Pos: € = 2.0, Laplace
noise, adaptive clipping) emerges as the dominant policy in
hindsight with the minimum cumulative loss of 1.54,
achieving zero regret relative to the best policy. The
highlighted row confirms convergence to the optimal no-
regret policy.

Table 3. FTL Policy Convergence: Privacy Loss per Expert per Round (* = Best Expert)

Expert Policy ID L1 L2 L4 L5 Cum. Loss Regret
El Pol 0.85 0.50 0.50 0.80 0.50 3.15 0.531
E2 P2 0.20 0.50 0.90 0.20 0.90 2.70 0.382
E3 Pop3 0.45 0.20 0.22 0.45 0.22 1.54* 0.000*
E4 Pop4 0.60 0.70 0.65 0.55 0.70 3.20 0.612
ES PS5 0.75 0.80 0.55 0.70 0.60 3.40 0.734
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L = FL-DP (AUC=0.92)
P === Random Classifier
0.0

0.0 0.2 0.4
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Fig. 6 ROC Curves for Anomaly Detection in Medical IoT Environments



Manas Kumar Yogi & B. Kalyan Chakravarthy / IJPTT, 16(2), 1-12, 2026

6.7. ROC Analysis

Figure 6 presents ROC curves for the anomaly detection
task on MIMIC-III, which models the clinically critical
problem of detecting privacy-threatening data access patterns.
PRISM-NRL achieves AUC = 0.96, surpassing FL-DP (0.92),
SDP (0.89), and LDP (0.82). The higher AUC reflects that
PRISM-NRL's adaptive noise calibration preserves
discriminative signal in the protected data better than fixed-
noise baselines.

6.8. Computational Overhead

Figure 7 and Table 6 compare the execution time and
memory footprint across dataset sizes. PRISM-NRL's per-
round computational cost is O(N) for the Hedge weight
update, incurring only a 46% overhead versus SDP at the 50K-
record scale—significantly more efficient than FL-DP, which
requires 2.7x more time due to communication-round
synchronization.

® Small (1K records)

B Medium (10K records)

m Large (50K records)

Execution Time (seconds)

PRISM-NRL
(Proposed)

Standard DP

Local DP Personalized DP FL-DP

Fig. 7 Computational Overhead Comparison Across Dataset Sizes

6.9. Medical Data Sensitivity Analysis

Figure 8 presents boxplots of sensitivity scores across five
medical data categories derived from MIMIC-III. Laboratory
results exhibit the highest median sensitivity (0.85),
confirming that test-specific data such as HIV serology and
genetic markers demand the most aggressive privacy
protection. PRISM-NRL's adaptive ¢ calibration (equation 10)
correctly assigns the strongest noise to this category, as
verified by the sensitivity analysis in Table 7.
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Fig. 8 Sensitivity Score Distribution Across Medical IoT Data
Categories

6.10. Noise Calibration and Accuracy

Figure 9 traces classification accuracy as noise magnitude
o increases on the eICU-CRD dataset. PRISM-NRL degrades
most gracefully—retaining 83% accuracy at ¢ = 1.0 versus
70% for SDP—because the Hedge policy weighting
automatically elevates low-noise experts when global noise
magnitude rises, counterbalancing the accuracy-privacy

tradeoff.
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Fig. 9 Noise Calibration (o) vs. Classification Accuracy on elICU-CRD
Dataset



Manas Kumar Yogi & B. Kalyan Chakravarthy / IJPTT, 16(2), 1-12, 2026

6.11. Loss Heatmap Visualization The progressive darkening of Expert E3's row from left to

Figure 10 provides a per-expert per-round heatmap of  right in the green (low-loss) range illustrates the FTL-Hedge
privacy loss values, visually confirming the convergence of  algorithm selecting it with increasing probability across the 20
PRISM-NRL to Expert E3 (row 3) as the dominant policy. displayed rounds.

1.0
El

E2

0.8
< E3
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c‘i . 065
g B51q é
£ B g
£ 04 S
5 E7 E
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0.2
E9
E10
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Game Round
Fig. 10 Privacy Loss Heatmap per Expert per Round (Green = Low Loss, Red = High Loss)
7. Comparative Analysis
Table 4. Comprehensive Comparative Analysis of Privacy Metrics (* = Best)
Method Priv. Loss (%) | Avg Regret | F1-Score Accuracy (%) AUC-ROC | e-Guarantee
PRISM-NRL 4.2% 0.021* 0.93* 93.1%* 0.96* e=1.0
(Proposed)
Standard DP 9.8 0.062 0.85 86.4 0.89 e=1.0
Local DP 13.5 0.089 0.78 80.2 0.82 e=1.0
Personalized DP 11.2 0.075 0.82 83.6 0.86 e=1.0
FL-DP 7.6 0.047 0.89 89.5 0.92 e=1.0
Table 5. Utility Preservation Metrics Comparison (* = Best)

Method Precision Recall F1-Score AURPC Utility Loss (%)
PRISM-NRL 0.941 0.928 0.934 0.951 6.9%
Standard DP 0.861 0.842 0.851 0.878 14.9

Local DP 0.785 0.774 0.779 0.803 22.1

Personalized DP 0.824 0.814 0.819 0.842 18.1

FL-DP 0.901 0.889 0.895 0.912 10.5

Table 6. Computational Overhead and Scalability Comparison (* = Best

Method Time (1K) Time (10K) Time (50K) | Memory (MB) | Comm. Cost | Scalability
PRISM-NRL 1.24s* 2.87s* 6.42s* 128%* Low* High*
Standard DP 0.85s 1.95s 4.80s 96 Low Medium

Local DP 0.72s 1.68s 4.10s 72 Very Low High

Personalized DP 1.10s 2.52s 6.05s 112 Low Medium

FL-DP 2.45s 5.80s 13.20s 312 High Low

Table 7. PRISM-NRL Sensitivity Analysis Across Medical Data Categories
. e PRISM-NRL Utility Retention . .

Medical Data Category Avg Sensitivity Priv. Loss (%) (%) Noise Level Applied

Vital Signs (HR, BP, Sp0O2) 0.72 £0.08 3.8 96.2 Lap(1.0/0.72)

Lab Results (Glucose, CBC) 0.85+0.07 5.1 94.9 Lap(1.0/0.85)

Clinical Diagnoses (ICD-10) 0.60 £0.10 2.9 97.1 Lap(1.0/0.60)

Medication Records 0.78 £0.09 4.4 95.6 Lap(1.0/0.78)

ECG / Waveform Signals 0.68 £0.11 3.6 96.4 Lap(1.0/0.68)

Overall Average 0.726 £ 0.09 4.2 96.0 Adaptive
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The results in Tables 4-7 collectively demonstrate that
PRISM-NRL dominates all baselines across the primary
evaluation dimensions. In terms of privacy loss, PRISM-NRL
achieves 4.2% on MIMIC-III—a 57% improvement over SDP
and an 84% reduction over standard LDP (25.1% worst-case).
The Fl-score of 0.93 and AUC-ROC of 0.96 establish
PRISM-NRL as a clinically viable mechanism, satisfying the
precision requirements of ICU triage and sepsis prediction
workflows. The computational overhead, while 46% higher
than the cheapest SDP baseline at 50K records, remains within
real-time processing bounds (< 7 seconds) for all tested MIoT
deployment scales.

A key discriminating factor is PRISM-NRL's theoretical
foundation: unlike PDP and FL-DP, which lack formal regret
bounds, PRISM-NRL guarantees O((T In N)) regret—
ensuring that its adaptive advantage is not incidental but
structurally guaranteed to persist as deployment duration
increases. The federated learning paradigm [35] provides a
natural framework for distributed MIoT deployments, yet our
results demonstrate that fixed-noise FL-DP [11]
underperforms PRISM-NRL's adaptive approach.

8. Discussion

The PRISM-NRL framework advances the state of the art
in MIoT privacy preservation through three synergistic
innovations. First, the game-theoretic modeling of privacy-
policy selection as a repeated adversarial game provides a
principled basis for adaptive noise calibration that is absent in
all compared baselines [6, 29]. Second, the integration of
Hedge-based probabilistic policy mixing with FTL
deterministic fallback achieves a dual guarantee: sub-linear
regret in adversarial rounds combined with optimality in
benign rounds [3, 5]. Third, sensitivity-adaptive € calibration
(equation 10) operationalizes the clinical intuition that
different data types require different levels of protection—a
nuance recognized in HIPAA's "minimum necessary"
standard but not yet formalized in prior privacy mechanisms
[26, 32].

The results on MIMIC-III and eICU confirm that PRISM-
NRL's advantages are dataset-agnostic, holding across ICU
monitoring, multi-site clinical records, and ECG waveform
data. The sensitivity score distribution (Figure 8) reveals that
laboratory test results carry the highest privacy risk in MIoT
settings—a finding consistent with the identified threat of
genomic and serology data in clinical information systems
[18, 31]. Limitations include the assumption of a known N-
expert portfolio; future work should investigate infinite-expert
online learning with adaptive policy generation. Additionally,
the e-DP guarantee under composition across T rounds
degrades to T-e_max under basic composition—motivating
integration with Rényi DP [23] or zero-concentrated DP for
tighter multi-round bounds.

9. Conclusion

This research work has presented PRISM-NRL, a game-
theoretic privacy-preservation framework for Medical IoT
environments that achieves the first provably no-regret
adaptive differential privacy mechanism validated on real-
world clinical benchmarks. By modelling the interaction
between a privacy manager and an adversarial environment as
a T-round repeated game, PRISM-NRL enables dynamic
selection from a portfolio of N expert privacy policies, with
each policy characterized by a distinct privacy budget € and
Laplace noise scale.

The incorporation of the Hedge algorithm with optimal
learning rate 1 = V(8 In N / T) yields a formal regret bound of
O((T In N)) (Theorem 1), while sensitivity-adaptive €
calibration ensures that the mechanism satisfies & max-
differential privacy at all rounds (Theorem 2).

PRISM-NRL is evaluated comprehensively on four
widely used Medical 10T benchmarks: MIMIC-III, eICU-
CRD, PhysioNet-2012, and PTB-XL ECG, and achieves state-
of-the-art performance on all the metrics evaluated. In
particular, PRISM-NRL achieves F1 = 0.93, AUC-ROC =
0.96, and data utility = 96%, while meeting formal &-DP
guarantees for privacy (with € = 1.0), and low loss of privacy
(4.2% compared to 9.8% for the best baseline). The
framework reaches the no-regret by round 60 with very nice
convergence towards the theoretical bound, and is scalable
from 100 patients to 50,000 patients gracefully.

The clinical implications of PRISM-NRLSs are important.
The framework allows for the deployment of real-time
anomaly detection, sepsis prediction and ICU triage systems
while still keeping the data utility high and the privacy level
strong, in compliance with HIPAA and GDPR regulations.

For multi-modal MIoT streams—such as lab results, ECG
signals and vital-sign telemetry—the sensitivity-adaptive
noise calibration is especially useful because these various
streams are clinically sensitive to different degrees.

Future research directions include: (i) integration with
Rényi differential privacy [23] to tighten multi-round
composition bounds; (ii) extension to a federated PRISM-
NRL variant combining Hedge-based policy selection with
secure aggregation [6] for multi-site MIoT deployments; (iii)
online sensitivity scoring via lightweight neural attention over
incoming data streams; and (iv) adversarial robustness
analysis against adaptive, white-box adversaries with full
knowledge of the Hedge weight evolution. These extensions
will further solidify PRISM-NRL as a production-grade
privacy infrastructure for next-generation intelligent
healthcare systems.
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